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M6t s kinh nghiém trong viéc
xay dwng & thire thi Chinh sach
bao mat (CSBM) tai Viet nam

Nguror trinh bay: Ngo Van Dung

Giam'doc bolphanfanminhsmang

Cong ty. CP. Heé théng thongtin FPT (FPT-IS)
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1. Hiém hoa vé mat an toan thong tin
(ATTT) & phweng hudng khac phuc

2. Cac kinh nghiém trong viec xay dwng
chinh sach bao matithongitin
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1985-1994 1995-1999
date

« PC Viruses - Internet Viruses,
» Floppy disk "Worms
based « E-mail, network
"based, Faster
" propagation

Y
Motive: Thrill, Personal
satisfaction

2000-2006 2007- Till

- Broadband access - Social networking,
‘Worms, Bots, P2P, Application
" Phishing, Spyware attacks.

- E-mail, network, - Targeted attacks,
" Website " transmitted Cyber-espionage

k J

Source: 2008 Frost & Sullivan




M Cac hoat dong tin tac lien tuc tang

B Mirc dé nguy hiém ngay moét gia tang, tinh
tLr dong ngay cang cao

B Da dang veé kiéu tanieong

B Xu hwdng tan congvao cac to,chire tai
chinh, ngan hang tang
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B Hé thong thong tin |2 tai nguyén quan trong va dé bj tan C(“)n(;;.
B Sy can thiét phai bao vé hé thong théng tin




1. Xay duwng hé thong an ninh mang

2. Van hanh & duy tri hé thong an ninh
mang dé dam bao ATTT



Céc thanh phan cot yéu cta hé thong an
ninh mang:

B Network Security: Firewall, IPS/IDS

B Endpoint Security: Antivirus; Anti-=-Spam,
NAC

B Xac thwe, dam bao tinh toan ven cta . dir
lieu: OTP, PKI, Ma hoa div lieu



B Xay dwng duoc hé thong an ninh mang,
chwa co nghia la dam bao dwoc ATT T
tren mang

B Can co cac bién phap dé van hanh duy: tri
hé thong an ninhrmang:

+ Xay dwng nguon nhan lwe dé van hanh & duy
tri

» Thuong xuyén danh gia hé thong an ninh
mang

¢



Khai niém

“Chinh sach bao mat Ia
nhirng tai lieu, duwa ra cac
muc tieu an toan hé thong
can phai dwoc thuec. hién
doi voi tteng van de chmh
No co vai tro quyet dinh str
dung cac giai phap an ninh
hé thong”.

People Procedures Policy Technology
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1SO 27000 series

Updated version of BS 7799-2
(revised and corrected)

Review of BS 7799-2

ISO/IEC 17799:2000
Updated version of BS 7799 Parts 2

BS 7799 Part 2

BS 7799 Part 1
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m 1992: Phong thyong mai va cong nghiep Anh'da cho
ra doi "Bo quy tac chuan cho hoat dong quan ly bao
mat thong tin’

m 1995 Boquy tac trén dwroc chinh sira, bo sung va tai
ban béi vien chuan héa ciiaiAnh vaoi cai tén 1a
BS7799 (part-1)

B 1999: BS7799 dwoc chinh sira, cailtien Ian thir nhat

m 2000 BS7799 dvec ISO cong nhan va dat ten la
ISO17799

B 2002 BS7799-part 2 ra doi

B 10/2005 BS7799-part 2 dwoc ISO cong nhan va doi
thanh ISO 27001
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B [SO/IEC 27001 la m6ét chuan quoc té vé quan ly bao mat
thong tin do To Chirc Chat Luwong Quoc Té va HoiBong
Pién Tt Quoc Té xuat ban vao thang 10/2005.

B SO 27001, v&itén day du laISO/IEC 27001:2005 dé ra
cac yéu cau dé thiét 1ap, trién khai, van hanh, theo doi,
kiém tra, bao tri va cai tien'hé thong quan ly. bdo mat thong
tin Information Security. Management System (ISMS).

B [SO 27001 co6 thé ap dung cho tat ca cacloai hinh to chire
nhw cac doanh nghiép, to chirc tai chinh ngan hang, cac
co quan chinh phu, t6 chirc phi loi nhuan



IS Policy,
objectives

Security
manual

Work
instructions,
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checklists, forms, g

Qui dinh cua nha nwee (Chi thi
03/2007/CT-BBCV)

Chinh sach bao mat dwea ra
dwoc can bao ve tai nguyen gi
Cho phép lanh dao quanly.dé
dang hon. ,
Bra ra nhixng diém han ché,
ma can phai co giai phap khac
phuc

Dam bao congity. sé co mot
chinh sachiechung.

Nganngtra vi pham phap.ly
Dinh hirong tang ecwrong lva
chon cac giai phap an ninh
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BGiam thiéu dwoc cac rdi ro vé bao mat thong tin

BCUOng co nang lwe ctia cac td chire khi hdi nhap quoc té,,
nang cao do tin cay & long tin cua khach hang va cac doi
tac

#Doanh nghiép sé tan dung cac CO! hoi phét trién va gia
tang quan hé voi khachihang, doi tac vé,h‘lnh anh thuong
hiéu thong qua viéc quang ba mot.hé thong quan |y bao
mat théng tin hoan chinh

MGop phan cling co sw tin cay cua khach hang doi voiicac
dich vu, san pham cuta to chirc ,deanh nghiép:. Bong thoi
giup to chire xay dwng moi triveong lam ViEc ngay cang
chuyéen nghiep

BNang cao nang lwe canh tranh cia doanh nghiép, to chire
tai chinh, ngan hang



= Dat duec chirng Chl ISO 27001 |a mét bang
chirng, chirng t6 rang HTTT cua to chirc da
va dang duec xay. dwng, van hanh mot caeh
hiéu qua, giam thiéu rti ro va ho tror dac Iwe
cho doanh nghiép, to6 chire, gitip cho doeanh
nghiép, t6 chirc dat dwoc mucitiéu mot cach
hiéu qua.



B Xay dwng ISMS

< . N Nang cap dwng
B [rien Khai'va van hanh ISMS
ISMS — >
B Giam sat, xem xet
ISMS ‘ \
B Nang cap ISMS Giam sat Trién
— kiem khai -
tra !\ van hanh

|

EPT Information System — 2009
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m Kho khan xuat phat tir nhan thire chua
day dt vé ATTT clia cac to chire don Vi.

K
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6 khan vé van dé nguon luwc.
i phi dau tw

N0 khan dam bao sw tuan thu chinh sach




B Trong khi trén thé gidi da co khoang 25 nghin don Vi ap
dung tiéu chuan ISO/IEC 27001 vé Hé thong quan Iy an
toan thong tin, thi & Viet Nam dén nay mai chi co rat it
doanh nghiép ap dung tiéu chuan nay.

B Cong ty CP Hé thongithong tin FPT (FPT-IS) va FCG
Vietnam la 2 cong ty Viet Nam dau tién dat chibng nhan
ISO/IEC 27001 vao cuodi nam 2006:dau 2007.

B Twong lai cia chirng chi ISO©270041 sé thurhut moilquan
tdm manh mé nhw tieu chuan chat Itrong ISO 9000 cta
nhittng nam 90

B Hién tai FPT-IS dang tw van, phoi hop trién khai xay

dwng CSBM thong tin cho nhieu khach hang, dac biét la

cac khach hang ngan hang, TC



B Cac hiém hoa mat an toan thong tin ngay
cang nhiéu & nguy. hiém

B Xay dwng hé thong ATTT la hét stre cap
thiét v&i cac to chite.doanhinghiép, dé lam
dwoc dieu nay. thi viéc xay:dwng & thue thi
CSBM la yéu to cwe kY quan trong
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